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Data retention: 
[bookmark: _GoBack]A fine line – What could data retention that the ECJ approves look like?

Dorothee Wildt, DAV, Brussels

The ECJ's rulings come in a two-year pact, and they point in one direction: in 2014, the EU Data Retention Directive was declared invalid. In 2016, it follows that a national law on general data retention is not compatible with Union law. In 2018, the ECJ confirmed this. In 2020, it modified that principle and opened the door to certain exceptions for combating terrorism and prosecuting serious crime. 
Despite all the concerns of the ECJ, the EU member states (including the new coalition in Germany) and the EU Commission want a new kind of data retention at EU level. And that is why – once again – a national regulation is currently under ECJ review, this time a German one.
The Advocate General's Opinion - which is not binding on the ECJ - is now available. Manuel Sánchesz-Bordona notes with surprise that after the 2020 ruling, an end to the debate was to be expected. The German rules, according to his clear vote, did not comply with the ECJ's stipulation. While he acknowledges the progress that has been made with regard to the ECJ's requirements, the general and indiscriminate data retention extended to too much traffic and location data. The time limit put on the data retention does not remedy this deficiency. Apart from the justified case of defence of national security, the retention of data on electronic communications must be selective.
If groundless data retention but also the German regulation clears the hurdles set by the ECJ, what is it that remains possible?
What is clear is that the approach must be a selective one. The selection could be based, for example, on certain groups of people or certain geographical criteria. It would also be possible to temporarily store certain categories of traffic and location data. However, this would be strictly limited by certain safeguards, and it must be ensured that their entirety cannot provide an accurate and detailed picture of the live of the data subject. It would also be necessary to differentiate the storage period, as it is done in the German regulation. Hence, this is not sufficient on its own. In addition, the ordering of data retention should be subject to a judge's prerogative. The stored data must also be protected from unauthorised access which has already been done in the German rules to the satisfaction of the ECJ expert.
The so-called quick freeze procedure, in which providers have to store traffic data on an ad hoc basis in cases of suspicion, would thus be just as possible as data retention that is limited to very specific areas of crime as well as temporally, geographically and according to data category.
The Advocate General probably also suspects that this will be a balancing act on an extremely fine line. We can look forward to the judgement in 2022, in which the ECJ will once again sharpen its focus.
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Quote: "It is clear that the approach to data retention must be selective."
